NTLM aBropu3zanus Ha nopraJjie (web-unrepgeiic)

IIpu naxxatum Ha kHonky BXO/| Ha cTpaHune mnpuBeTCTBUs (IIEPBOM HEABTOPU30BAHHOW CTPAaHMIIE
[Toprana), mubo Ha 000K JPYroi aBTOPU3YyEeMOH CTpaHMIlE Y4eOHOro TMopTaja HCIOJHICTCS
ABTOPU3aLMOHHBIN CKPUIIT.

Ha mepBoM atarne cepBepy He H3BECTEH JIOTHH I0JIb30BaTels, U oH Bo3pammaet HTTP/1.1 401 Authorization

required ¢ ykasanmem Ttumna aBropusaiuu NTLM. Tun aBropusaiuu ykas3blBacTCs B HACTPOMKax cepBepa
WebTutor.

HTTP/1.1 401 Authorization required

Server: SP-XML

Content-Type: text/html; charset=windows-1251
WWW-Authenticate: NTLM

Connection: close

Ha cnenyrommx »stamax cepepy WebTutor mnpuxomur 3ampoc ¢ 3aroJioBKOM, —COJAEpIKalUM
3aKOJMPOBAHHYIO CTPOKY. B Hell conepxutcs nHpopmanus o JOMEHE U JIOTUHE MOJIb30BaTEs.

POST /enter.html HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, application/x-
icq, application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*

Referer: http://localhost/

Accept-Language: ru

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; .NET CLR
1.1.4322)

Host: localhost

Cookie: 3425397

Connection: Keep-Alive

Cache-Control: no-cache

Authorization: NTLM
TIRMTVNTUAADAAAAGAAYAGQAAAAYABgATAAAAAWADABIAAAACAAIAFQAAAAIAAGAXAAAA
AAAAACUAAAABYKIogUBKAOAAAAPbwBMAGYAaQBJAGUADQBhAG4AJQBNAEEATgBVABJIQV3ce
ZFiuAAAAAAAAAAAAAAAAAAAAAOIZMDaEVDW2XN6WOJE7/mZy8cr33N6tHw==

Content-Length: 19

OTHOCUTENBHO ITON WHGOpPMAIIMK TMPOUCXOAUT ayTeHTU(UKAIMs Mmojib3oBarens B 0a3e. Ha Bcex stamax
3TOro oOMEHa cepBepy He M3BECTEH IMapoJib MoJib3oBatens. B 0aze oH He xpaHutcs. [IpoBepka MoUIMHHOCTH
MOJIH30BATENS TPOUCXOIUT CPEACTBAMU ONEPALIMOHHON CUCTEMBI.

Kaxk nacrpours NTLM aBTopu3zanuio Ha moprase

B untepdeiice Anmunuctparopa B meHio Cepsuc otkpoite OOmue HacTpoiiku - [lopram u oTMeTsTe
oniuio «ABTOopH3aIys Ha optaie (mo ymomdanuto)» - NTLM, coxpanure nusmenenus.

OO6s3arenbHO BHecUTE aapec YueoHoro nopraina B Jloepennsie y3ibl (Trusted Sites).

Ha paGouem mecte mosb3oBatenst B CoiictBax Internet Explorer meoOxomumo cruenats HacTpoOWKy (cM.
pHC.), IpU KOTOPO# KJIMEHT cpa3y MepenaeTt JOruH TeKymield ceccud WINdows (B TakoM citydae MoJIb30BaTeIto
He Oy/IeT BbIIaBaThCs 3aMpoca Ha BBOJ JIOTHHA U Mapos *).
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General | Secunty | Privacy | Content | Connections | Programs | Adwvanced

Select a Web content zone to specify its security settings. “ T b ﬁ f!

3 O @
Irkertet Localivtranet  Trusted zites  Festricted
sites

Trusted zites

0 Thiz zone contains Web sites Jhat you Security Settings @

truzt not b damage your computer ar

data.
e Setkings:
Security level for thiz zone —
() Disable |
e () Enable
: O Prompk
Cuztarn settings. ) cerinting of |
- To change the settingz, click Custa Scrlpt.lng of Java applets
- To use the recommefded settings, ) Disable
(%) Enable
3 Prompt

7 User Authentication

Custom Level... e € Logon
() Anomymous logon

() Automatic logon only in Intranet zone
(" o) Automatic logon with current username and passw |
) Prompt for user name and password

<] B

b

Reset custom setkings

Reset tal | Low 'v'

[ Ok l[ Cancel l

*) [Ipumeyanue: B cirydae eCciiy OCie TaKO HACTPOWKH IIPU BXOJE B TIOPTAJI CUCTEMa BBIJACTCS
ombka, HeooxoauMo B CBolicTBax 0obo3peBaress Bo Bkiaake JomoanurensHo (Advansed) " B pasmerne
besonacuocts (Security) otkimounth nHTerpupoBanHyto Windows-asropusanuto (cM. puc.). [ocie
3TOr0 HEOOXOIUMO 3aKPhITh BCE OTKPBIThIC OKHA Internet Explorer u cHOBa BO#TH B TIOpTal.

. [l
Internet Options 7 ,2(_,

General | Security | Privacy | Content | Connections | Programs Advanced

Settings

(®) Just display the resulks in the main window ~
% Security

[] Allows active content from CDs ta run on My Computer®

[ allows active conkent to run in files on My Computer*

[ allows software b run or install even if the signature is i

Check For publisher's certificate revacation

[ check For server certificate revocation®

Check For signatures on downloaded programs

[ Do not save encrypted pages ko disk

[] Empty Temporary Internet Files folder when browser is clc

[Eriable Trbegrated Windows Authentication® |

Enable native MLHTTP support

i Phishing Filter
() Disable Phishing Filter v

£ >

*Takes effect after you restart Internet Explorer

Restare advanced settings J

Reset Internet Explorer setkings
Deletes all termporary files, disables browser
add-ons, and resets all the changed settings. ==

‘fou should only use this iF your browser is in an unusable state,

Ok I I Cancel J I Apply
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NTLM aBropusanusi nporpaMmmMmbl AIMUHUCTPATOPA

OOMeH JaHHBIMH MEXIy KIHCHTOM U cepBepoM cuctembl WebTutor mpoucxoaut mo mporokony HTML.
ITpu stom ucnomas3yercs tun coenuHenuss WININET, npu xoropom mapamerpsl coeaMHEHUs OepyTcs W3
Hactpoek |E. DTo Kkacaercs M aBTOMATHYECKOTrO BXOJa C TEKYIIMM HMEHEM M MapojieM IO0JIb30BaTelsl.
ABTOpHU3aIUS IPOUCXOAUT AaHAJOTMYHO aBTOPHU3AIMH IIPU BXOE HA Y4€OHBIH MOpTal.

B 6a3ze WebTutor xpanstcst 1aHHBIE 0 TIOJIB30BATEIISIX CUCTEMBI, KOTOPBIE 3arpyxatorcs u3 Active Directory.

B nporpamme Apamunuctpatopa B 0Jioke «AIMHUHHCTPUPOBAHUE» €CTb OO0BEKT THMa «BbIrpy3kay,
XpaHsIIUA HACTPOMKK UMIIOPTA aHHBIX. B HeM ykasbiBaeTcs cTpoka coenuHeHus (connection string) ¢ LDAP
poBaiIepom. Hanpumep, "Provider=ADsDSOObject;Encrypt Password=False;Integrated
Security=SSPI;Mode=Read;Bind Flags=0;ADSI| Flag=-2147483648". Tloib30Bareib, Mo KOTOPHIM paboTaeT
CUCTEeMa, JOJDKEH OBITh B JIOMEHE C COOTBETCTBYIOIIMMU IpaBamu. [lanee cuctemuslii ckpunt coznaer COM
oosext "ADODB.Connection" ( db = new ActiveXObject( "ADODB.Connection” ); ), nepemaer emy
connection string - orkpeiBacT 6asy AJl. B monydeHHOM 00BEKTE peaan3oBaHa BO3MOXKHOCTH JenaTh SQL
3ampocsl. [lepenaem 3anpoc 00bEKTY - moiydaeM TabJIHIly ¢ pe3yIbTaTaMHu.

Kak nacrpouts NTLM aBropu3zanmuio ajs BXojaa B
uHTepdenc AAMUHUCTPATOPA

Ha kimeHTCKOM MecTe OTKpOiTE B OJIOKHOTE JIJISl peAaKTUPOBaHUs (aii
...\WebTutorCorpAdmin\SpXml.ini

B ctpoke EXTERNAL-LDS: HanuimTe BMECTO HyJs €IUHUILY:
EXTERNAL-LDS: 1

Ha cepBepe oTkpoiiTe B 6i10kHOTE st penaktupoBanus daiin ...\WebTutorCorpServer\xHttp.ini
B ctpoke LDS-NTLM-AUTH: nanumute BMECTO HYJS €AUHUILLY:
LDS-NTLM-AUTH: 1
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